FUKUOKA UNIVERSITY PUBLIC
NTP SERVICE & BCP38

Information Technology Center, Fukuoka University, Japan

Sho FUJIMURA

fujimura@fukuoka-u.ac.jp

NIPPON TELEGRAPH AND TELEPHONE WEST CORPORATION
Fuminori -Tany- Tanizaki
fuminori.tanizaki@west.ntt.co.jp

MK B

UUUUUUUUUUUUUUUUU




41,4576
A‘ Iﬂbéﬂ\i

Today’s Content

N Introducing Fukuoka University
N N Objectives

RG] Packet Analysis and Observations
Y Conclusions
YN Reference Materials




Mﬁ/y
HARE

Fukuoka University introduction

m  Private university
o 86" anniversary in May 2019
o Connected to internet in 1993

m Location: Fukuoka City, JAPAN
o The city we had APRICOT2015

m 9 faculties
(31 departments)

m 10 graduate courses
(33 specialties)

= Approximately 20,000
students

m Attached facilities
o Hospital: 3
o High school: 2
o Junior high school: 1

AS: 18148

Prefix: 133.100.0.0/16, 2405:be00::/32
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Today’s Presentation(Objectivefd

m Proceeding with BCP38
(Best Current Practice 38)measures




Fukuoka University NTP Service M"‘ﬁf?
and Network Architecture '

= Commenced As2007 T ASAT13
Opera:clons Oct 1993 [_BG% 451@
m Japan's 1st open NTP over | | raer

Server swich
o 133.100.9.2 j
o 133.100.11.8 e
m NTP Server load o Foer
distributed to 4 servers ]
m Multihomed internet Fr

connection to OCN and
SINET

2 AS18148 ... Fukuoka University

¢ AS2907... Science Information NETwork (SINET) operated by National Institute of Informatics ﬁg ﬁﬂ ’Qﬁ?‘
% AS4713 ... Open Computer Network (OCN) operated by NTT Communications Corporation 2
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What do these figures mean!?

2/0Mb/sec
350,000p/sec
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« Graph showing router traffic
and packet numbers

Wed 00: 00 Wed 12: 00

From 2018/12/04 14:50:29 To 2018/12/06 14:50:29

@ OCN in

[ OCN out

Thu 00: ¢

* Low night traffic at University at
night

all traffic (packet/sec)
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» Therefore it can be deduced
that there is a high proportion
of NTP request packets

Wed 00: 00 Wed 12: 00
A

[l OCN Packets In [ SINET Packets In [ OCN Packets Out [ SINET Packets Out
TOTAL in: 674.93 k
TOTAL out:

302.68 k

Thu 12: 00

Thu 00: 00
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If this Is soO...

m "High traffic volumes are a problem.
So why not just shut down the NTP
Server?”

m Because if we shut down the NTP
server the number of request packets
iIncrease!”




Attt
Outline of Experiment ;

m [o confirm that request packets increase when
the server disposes of NTP request packets

m [ime of experiment: 2018/07/21 - 2018/07/22
m Subject: A specific AS (prefix no.:1361)

/17|/16|/15|/14|/19|/24|/18|/13|/20|/22|/21|/23|/12|/11|/10
576/220|118, 66 | 65|60 |58 |52 |35|32 2524|124 | 5 | 1

m Method
m Direct NTP Server prefixes to blackhole
m Deactivate all server blackhole settings
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The Experimental Result

To_OCN - 6/12 -eBGP

400 M

300 M

200 M

HINIL30 IS0L 100104y

bits per second

100 M

Sat 18:00 Sun 00: 00 Sun 100 Sun 12: 00
From 2018/07/21 09:00:00 To 2018/07/22 14:0¥.

B Inbound C@rrent: 264.61 M Average: 333.54 M Maximum: 423,.99M
Bl Outbound C@rent: 118.75 M Average: 58.38 M Maximum: 209.33M

Blackhole Setting Enabled Blackhole Setting Disabled

m  Straight after enabling the black hold, request packets (green)
gradually began to increase

m Theincrease contiunued for 6 hours, then levelled off
After disabling the black hole, the traffic immediately decreased.

m The range was over 160Mb/s o
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While investigating various
Issues In preparation for
decommissioning the NTP
Server

We discovered another
troublesome issue!!




Request packets sent from1.1.1.1

s : NIPV3,

.753222 80. 139 50. 230 57285 > 133. 100 11 21 123 NTPv3, Client, length 48

. 753224 05.90.251.139.50935 > 133.100.11.21.123: NTPv3, Client, length 48

. 753225 49.149.225.218.55957 > 133.100.11.21.123: NTPv3, Client, length 48
. 753250 186.59.218.144.52437 > 133.100.11.21.123: NTPv3, Client, length 48
. 753308 190.174.137.144.60873 > 133.100.11.21.123: NTPv3, Client, length 48
. 753310 123.14.184.10.123 > 133.100.11.21.123: NTPv3, Client, length 48

. 753311 112.134.243.117.51943 > 133.100.11.21.123: NTPv3, Client, length 48

TEDIDI1H N9 19 NA 17 29992947 . 1299 140 11 71 199 . AITHD [k BEPENEN S ’Ian"th 48

. 753313 1.1.1.1.123 > 133.100.11.21.123: NTPv3, Cllent length 48

s J A AS . ol i 8 AV AL ™ TJ s ™IV TAVUVS - wtwd s AUV e Ads &b AL J ivi -J' S AN lk' L ) lgth 48

. 753361 213.80.209. 242 33823 > 133.100.11.21.123: NTPv3, Client, length 48
. 753362 05.39.184.203.60975 > 133.100.11.21.123: NTPv3, Client, length 48

. 753428 109.173.208.67.48711 > 133.100.11.21.123: NTPv3, Client, length 48
. 753429 87.21.2.56.58555 > 133.100.11.21.123: NTPv3, Client, length 48

. 753431 183.200.171.184.46505 > 133.100.11.21.123: NTPv3, Client, length 48

m On closer inspection, the request packets were
sent from 1.1.1.0/24 and 1.0.0.0/24

m Currently we are filtering them at the NTP
Server

Az oh, A4 <,

Em K B
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What is 1.1.1.17 ’

m |tis a public DNS Resolution Service operated
by Cloudflare

m Currently 1.0.0.0/24 and 1.1.1.0/24 are being
advertised as AS13335(Cloudflare)

13

https://1.1.1.1/ or https://one.one.one.one/



https://1.1.1.1/
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Where is it coming from?

m (Of course)it is not coming from
Cloudflare
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Tom Paseka (o940-93 ) o
@tompaseka

hi @tanyorg . I am operator of
#1dotldotldotl . I can confirm that we
do not send you NTP queries. You said
these come from AS4713 or AS2907
networks. This means these networks
are not doing BCP38 properly and should
be alerted of this!

14




Packet Analysis

0:00
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Packets collected: 1,408,390
Trafflc volumes approx.2.8pps

e

Ao

We collected and analyzed NTP request packets
Collection period 2018/11/30 8:26 - 2018/12/6

NTP Version Request no.

vl 410130
v2 0
v3 998232
v4 28

15




W

#4aX7
m 1.0.0.0/24
E1000
10089
51,0080
. Access¥rigin|/Access¥o.
©1.0059
10081 1/1.0.0.0 19038 12.22%
10038 2[1.0.0.89 16467 10.57%
©1,0042
. 3]1.0.0.90 16226 10.42%
1.00.6
21,00.7 4(1.0.0.99 16196 10.40%
©100869 5/1.0.0.81 15041 9.66%
©1,0019 5 990/
1005 6(1.0.0.96 9329 .99%
%1.0.0.76 7(1.0.0.12 7680 4.93%
©10013 8/1.006 7240 4.65%
“roos 3.56%
10070 9(1.0.0.7 5540 .56%
%1.0.0.84 10[1.0.0.69 4200 2.70%
1,007
#1,0091

51,0015 16
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From what address?
B 1.1.1.0/24

w1112

w1111

©1.1.1.254

m111281 AccessXrigin|Access¥o.

1255 11.1.1.2 247092| 19.73%
W1.1.1.242 o
11143 201.1.1.1 96275 7.69%
111473 3[1.1.1.254 61335 4.90%
©1,1.1.143 o
111220 4/1.1.1.251 35303 2.82%
®111141 5/1.1.1.255 32901| 2.63%
Cra 61.1.1.242 32891| 2.63%
111208

111250 7/11.1.1.43 32064/ 2.56%
s 81.1.1.173 31705 2.53%
®111.19

=1.1.1248 9(1.1.1.143 31625 2.52%
cLias 101.1.1.220 31438 2.51%
©111.36

W11192

91,1165

111244

17
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What source port no.”?
m Access from 2168 ports

Port no.|] Request no.
123 3111
1025 1041
123
w1025 1030 1005
~ 1030
— 2369 713
i 33798 404
“ 46582
12660 46582 196
e 12660 79
5966
“ 11851 10522 68
“ 41157
S 5966 61
11851 46
41157 41
others 3235 45
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Sample of NTP packets sent
v User Datagram Protocol,Dst Port: 123

Source Port: 123
Destination Port: 123

Lnati = source port is not
: from inside 123 NAT
Checksum: 0xdf9a [unverified]

Length: 56

[Checksum Status: Unverified]
[Stream index: 9]
v Network Time Protocol (NTP Version 3, client)
» Flags: 0x1b, Leap Indicator: no warning, Version number: NTP Version 3, Mode: client
Peer Clock Stratum: unspecified or invalid (0)
Peer Polling Interval: invalid (0)
Peer Clock Precision: 1.000000 sec
Root Delay: @ seconds
Root Dispersion: @ seconds
Reference ID: NULL
Reference Timestamp: Jan 1, 1970 00:00:00.000000000 UTC
Origin Timestamp: Jan 1, 1970 00 00 00 000000000 UTC

Transmit Timestamp: Jan 1, 1970 07:53:07.000000000 UTC

The time from when it was plugged
in was 7hr 53 min?
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Sample of NTP packets sent

source port 1030 packet

14:41:08.935090 IP 1.1.1.220.
14:41:18.938156 IP 1.1.1.220.
14:41:28.935795 IP 1.1.1.220.

gt paisead5938 IP 1.1.1.220.

[COtient
, Client,
, Client,
, Client,

14:41:48.936329 IP 1.1.1.220.

source port 1025 packet

14:25:27.066895 IP 1.1.1.141.
14:25:37.000614 IP 1.1.1.141.
14:25:47.069840 IP 1.1.1.141.
14:25:56.993226 IP 1.1.1.141.

SElient,

, Client, length
, Client, length
, Client; length
, Client, length

14:26:07.003478 IP 1.1.1.141.

, Client, ;Length

m |t appears that one request is sent every 10

seconds until time synchronization is reached
o Synchronization not possible as IPv4 is incorrect




Presumed connection structure Al
and packet flow

cloudflare
1.1.1.1

Network A

Router etc.

IPv4
1.1.1.0/24

NTP Server < Intranet
(With NAT)

21
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What are these packets? ’

*1 You can check your remaining online time using the - |T1 " 1 " 1 ;1 .ﬂlS Used N
web address that printed on your ticket at any time. H'Cap'uve POrtal.ﬂ

G — “irme;ﬂ Internet Explor... - N pu bl IC WI_FI,

B notel routers,

Jniversity wireless

Verbleibende Onlinezeit AN etc
Sie ko jetzt surfen!
Dieses Fer::tergtg:tel::\:r?die ns:)l:h vi?bleibende @) Th e Setu p by th e
Onlinezeit. Unter http://1.1.1.1/info kénnen Sie dieses ad m | N IStratOr Of
Fenster jederzeit wieder aufrufen.
hotel and cafe free
Verbleibende Onlinezeit: | 0:59:46 Wi-Fi forces

mandatory web
access

Logout



https://www.k-bit.de/wireless_lan/kb_easy-hotspot-userguide.pdf
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Should a filter be created? (BCP38)

Packets other than IP
source addresses
allocated to network
customers are
disposed

Packets other than IP
source addresses
allocated to network
own network are
disposed

Customer side

router

What :happens :here?

In this case (1.1.1.1)
it is extremely difficult to

filter

ISP >
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The future of Fukuoka-U NTP Service

m \We plan to collect all of these NTP

Server directed packets, including BGP
routed packets sent to the NTP Server,
collect them in a designated router and

null them

m \We plan to analyze the dispose packets
with netflow/sflow

24
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Proposed new network architecture

SINET Fukuoka DC

NTP Server
#1,#2

133.100.0.0/21
133.100.8.0/24
133.100.10.0/24
133.100.12.0/22
133.100.16.0/20
133.100.32.0/19
133.100.64.0/18
133.100.128.0/17

——

BGP\Router #1

BGP Router #2 ? '

NTP Server
#3,#4

A ==~}

NTP BGP Router
133.100.9.0/24
133.100.11.0/24

AS18148
133.100.9.2/24
133.100.11.0/24

Campus Network

133.100.0.0/21
133.100.8.0/24
133.100.10.0/24

/ 133.100.12.0/22
133.100.16.0/20

133.100.32.0/19

Fukuoka University/AS18148 (133.100.0.0/16) 133.100.64.0/18

133.100.128.0/17
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m \We should establish a filter based on
BCP38

o Let's not send out disguised packets and
private address block packets

Conclusion

26
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References

m BCP38
o http://lwww.bcp38.info/

o https://tools.ietf.org/html/bcp38
m Fukuoka University Public NTP Service

Deployment Use case (APRICOT 2017)

o https://2017.apricot.net/program/schedule/
#/day/8/apops-1
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FUKUOKA UNIVERSITY

Thank you for your kind attention




